Notice of Oracle Health Data Security Incident

On March 15, 2025, Oracle Health informed MedStar St. Mary’s Hospital that it experienced a
cybersecurity event involving unauthorized access to MedStar St. Mary’s patient information contained on
Oracle Health’s systems. Specifically, Oracle Health explained that it discovered an unauthorized party
gained access to certain Oracle Health data migration systems sometime after January 22, 2025. On June
6, 2025, MedStar St. Mary’s received from Oracle Health a list of patients whose information was included
in the files involved in the incident.

The patient information accessed may have included one or more of the following: patient name, Social
Security numbers, driver’s license numbers, dates of birth, treating physician, dates of service, medication
information, insurance information and treatment and/or diagnostic information. We understand that we are
not the only healthcare provider affected by this Oracle Health incident.

MedStar St. Mary’s own investigation to date has determined this incident did not involve a compromise
of any systems owned, operated, or administered by MedStar St. Mary’s or MedStar Health. While the
event did not impact MedStar St. Mary’s own network, we are notifying patients of this incident and sharing
the steps that we are taking. We worked with third-party experts to investigate and understand what
happened, promptly notified law enforcement and have communicated with Oracle Health to understand as
much as possible about the potential risk to data belonging to MedStar St. Mary’s patients. We remain
committed to upholding high standards of protecting patient information held by our vendors, including
Oracle Health.

MedStar St. Mary’s is offering complimentary identity monitoring services to patients. Additionally, it is
always a good idea for patients to review statements they receive related to their healthcare provider or
health insurer. If they identify charges for services they did not receive, they should contact the healthcare
entity or health insurer immediately.

We also established a dedicated, toll-free call center to help answer questions about the data incident. The
call center can be reached at 1-855-260-0301, Monday through Friday, between 9:00 am and 9:00 pm
Eastern Time, excluding major U.S. holidays.



